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This presentation seeks to educate students about:
1. Technology is a foundational building block for the
Healthcare Industry
2. Increase your knowledge for building a better
foundation (People / Processes) to best leverage new
or existing technology investments
3. Increase your understanding of the technology life
cycle, and how that relates to healthcare businesses.
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• Business Operations
• Financial Management
• HR Management
• Information Management

• Organizational Governance
• Quality Management
• Risk Management
• Patient Care Systems
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People = Human Resources Management
Processes = Business Operations; Financial
Management; Information Management;
Organizational Governance; Quality Management; &
Risk Management
Products = Patient Care Systems and more broadly,
Information Technology
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Products

Information Management – cycle of collecting data predicated on
organizational activity from one or more sources
Information Technology - the use of technology (hardware /
software) to create, store, receive, transmit, and manipulate data

People

DISC Personal assessment instrument to gauge the way people
behave and interact
Dominance: immediate results, success, independence, impatient
Influence: influencing others, want to be liked, flexible, disorganized
Steadiness: cooperative with others, stability, continuity, indecisive
Conscientiousness: quality, accuracy, details, fear criticism

Processes

LOB, Line of Business. Refers to applications a set of critical
computer applications vital to run your business
OP, Office Productivity. Refers to software that works with
information and in general increases knowledge worker
productivity
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• Products

• Processes

• People
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MGMA = Human Resources Management
The people are the most important resource in your
business operations
Technology Utilization is dependent on culture, training,
and the right people to perform each function.
What HR functions are dependent on Information
Technology?
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MGMA = Human Resources Management
Recent (12/2015) MGMA Survey Data of the SEMO
Region Found:
• When asked, “What is the #1 issue that keeps them
(practice managers) up at night?”
• 66% cited human resources related issues which broke
down into three themes:
1. Training (ICD10, Meaningful Use, Compliance)
2. Staff willingness to be “All-In” (Culture)
3. Bad Eggs (fire them)

9

Organizational Culture
Defined by The Business Dictionary, “organizational
culture encompasses values and behaviors that contribute
to the unique social and psychological environment of an
organization.”
Ravasi and Schultz (2006) wrote that an organizational
culture is a set of shared assumptions that guide what
happens in organizations by defining appropriate behavior
for various situations.
Schrodt, P (2002) wrote that organizational culture affects
the way people and groups interact with each other, clients,
and with stakeholders. It also affects how much employees
identify with an organization.
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Training
Defined by Merriam-Webster dictionary as: a process by
which someone is taught the skills that are needed for an
art, profession, or job.
Set cultural expectations through training, educate the
staff on what is expected of them and how it supports your
vision, mission, and values.
Train your workforce on your Line of Business Applications
and office productivity tools (hardware and software).
• HITConsultant.net found that “40% of Physicians adopting
EHR/EMRs listed implementation itself as a large hurdle faced
by the practice.”
• Professional experience has shown time and again one of two
major issues with implementation are training. Second being
lack of proper processes defined prior to implementation.
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A Few Additional Training Facts
In a study of more than 3,100 U.S. workplaces, the National Center on
the Educational Quality of the Workforce (EQW) found that on average,
a 10 percent increase in workforce education level led to an 8.6
percent gain in total productivity. But a 10 percent increase in the
value of equipment increased productivity just 3.4 percent
Training

Bottom Line Improvements

25 percent of companies admitted that their onboarding program does
not include any form of training, which leads to a loss of 60 percent of
a company’s entire workforce. Without a substantial and effective
training program in a new employee onboarding effort,
disappointments will result relative to performance and other profit
hindering factors

Orientation

Training!
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The Right People Per Role
Don’t keep bad eggs, they make a mess of your culture
Bad egg mitigation strategy
• Have DISC profiles for all roles in your organization
• Automate the hiring process with technology to identify qualified
candidates
• Once resumes are filtered using technology system, then distill
down to the final candidates
• DISC profile your #1 or #2 candidates
• Compare to ideal profiles for roles in your environment
• Train staff, don’t just provide orientation
• Re-DISC with annual reviews

Is this strategy 100% effective?
• No, but it does allow you to more efficiently hire staff, build your
culture, identify area’s of improvement, and generally be more
effective at managing the team.
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• Products

• Processes

• People
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MGMA Core Medical Practice Components
• Business Operations (LOB, OP)
• Financial Management (LOB, OP)
• Information Management (LOB, OP,)
• Organizational Governance (LOB, OP)
• Quality Management (LOB: PQRS / Meaningful Use)
• Risk Management (LOB, Compliance Tool, Office
Productivity: HIPAA, Stark, Anti-Kick Back)
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Business Operations (LOB, OP)
• Develop, implement, and monitor business operation
plans
• Develop, implement, and oversee systems for the
purchase of materials and equipment
• Manage facilities planning and maintenance activities to
meet the organization’s current and future needs
• Managed discernment process for identification and
utilization of outsourced expertise and business partners
• Develop and implement a marketing and communications
plan
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Financial Management (LOB, OP)
• Develop and implement organization’s budget
• Establish internal controls
• Implement and maintain process for financial audits
• Revenue cycle and accounts receivable management
• Financial performance monitoring and reporting
• Direct payroll process
• Manage financial relationship
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Information Management (LOB, OP)
• Manage internal communication pathways for clinical
and nonclinical staff
• Develop technology roadmap
• Manage technology security process to protect
patient and practice data (HIPAA)
• Manage systems storage for healthcare data (HIPAA)
• Manage processes to comply with mandated reports
of patient issues to regulatory agencies
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Organizational Governance (LOB, OP)
• Manage and monitor appropriate corporate legal
structure for organization
• Facilitate governance structure and maintain proper
record keeping
• Lead the integration of the corporate mission statement
into all aspects of the organization’s culture
• Lead development and implementation of strategic plan
• Manage compensation standards for workforce
• Facilitate growth and leadership of clinical staff
• Encourage and lead participation in advocacy endeavors
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Quality Management (LOB: PQRS / Meaningful Use)
• Manage a quality management system to improve
delivery and outcomes
• Monitor staff peer review process
• Manage patient and customer satisfaction programs
• Develop and manage benchmarks for performance
standards
• Create internal processes to participate in pay for
performance programs
• Manage program for staff, business, and equipment
credentialing and licensing
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Risk Management (LOB, Compliance Tool, OP)
• Develop and manage risk management program for
patient, staff and workforce safety
• Develop and Implement Policies and Procedures to
manage adverse legal events
• Establish plan for disaster response and recovery
• Implement and manage a compliance program (HHS,
OIG, CMS, HIPAA, Stark, Anti-Kick Back, OSHA, CLIA,
CDC, E.G.)
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• Products

• Processes

• People
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Right people + documented processes = products
being strategic part of the business discussion
Three things to understand about the resources that
require the second most investment in your business
besides your people.
1. Product Development Life Cycle
2. Systems Analysis and Design
3. Products in general
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Product Development Life Cycle
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Systems Analysis and Design
• Systems Planning - first look at problem
• Systems Analysis – define requirements
• Systems Design – design spec, rfq
• Systems Implementation – installation,
training, utilization
• Systems Operation and Support –
patching, training, maintenance, review
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Products in General
• End Points Services include: desktops, mobile,
tablets, printers, scanners

• Data Services include: servers, collaboration,
messaging, file sharing
• Security Services include: endpoints, servers,
network, messaging
• Patient Care Systems include these LOB Applications:
EMR, EHR, PM, RX, Lab, Imaging, Reporting
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Products in General
Training – OP, LOB, Compliance, SOPs for Role
Maintenance – limits support needs by preventing issues
before they happen. Critical for LOB systems, end points,
data services, and security services tools. Mitigates
possible HIPAA violations from data breaches.
Support – for all tools critical to your operating
environment, make sure support contracts are in place.
Review – Technology Roadmap, make sure hardware is
proactively replaced before you pay for downtime, ensure
your LOB app is not moving from Maturity to Decline stage,
review contracts for critical services 60 days before they
expire
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End Points Services
• Loosely defined as any device or software that helps
enhance a workforce members productivity.
• End Point Service Trends
• Desktops are being replaced with touchscreens, tablets,
and virtual machines
• Bring your own device (BYOD) is more commonly being
allowed as mobile device technology catches up with the
security and compliance needs.
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Data Services
• Loosely defined as any device or software that
facilitates the storage, access, communication,
creation, and receipt of data and / or information
• Data Service Trends
• Physical servers are being replaced with virtual servers
both on premise and off premise
• Cloud technologies are allowing for more creative
collaboration, messaging, and file sharing services
• Data mining continues to grow and drive industry decisions
• LOB apps such as EMR & EHR are more common than not
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Security Services
• Loosely defined as any device or software that
facilitates the security of data that is being stored,
accessed, created, transmitted and received.
• Security Service Trends
• Firewalls have been enhanced with multiple filtering tools
• Hackers have transitioned from vandalism to taking data
hostage
• Encrypted email and file sharing has become readily
available and user friendly
• Desktop security is way more than just anti-virus.
• Cloud technologies are created a need for the
aforementioned technology to be virtualized
• Leveraging Group Policy Objects to secure small and
medium businesses
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Patient Care Systems / Line of Business Applications
(EMR, EHR, PM, RX, Lab, Imaging, Reporting)
• Manage business processes to ensure effective and
efficient clinical operations
• Provide information to patients enhance knowledge and
participation with care plan
• Develop and implement a referral management process
• Ensure efficient patient flow patterns exist to maximize
physician schedules
• Manage front office to maximize patient satisfaction,
customer service, and collection of payments
• Manage control of pharmaceutical supplies
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Risks you care about (cost you time, money, and reputation)
Data Loss / Theft
• 68% data breaches due to lost / stolen end point devices
• 23% hacker related

Downtime
•
•
•
•

Lack of routine maintenance
Retaining old equipment because it hasn’t fail yet
Systems lack redundancy
No testing infrastructure
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Risks you care about (cost you time, money, and reputation)
Government Compliance
HIPAA –Q1 HIPAA audits are under way w/$4M budget
• Avoid the list!
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
• 90,000 breaches received by OCR since 2003
• More than 40-45 Million records compromised eoy 2012,
78.8 with Anthem
• 70% of healthcare market is not compliant

Other regs
•
•
•
•

Stark
Anti-kick back
Medicare / Medicaid
HITECH

•
•
•
•

Omnibus
PCI
Human Resources
Many more, remember the chart?
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HIPAA COMPLIANCE (save your time, money, and reputation)
Audits
SRA (Security
Risk
Assessment),
Administrative,
Privacy

Incident
Management

Remediation
Plans

Business
Associate
Management

Policies,
Procedures
& Training

 The pieces of HIPAA
compliance.
 Every piece needs to
be completed annually
or as the regulations
change.
 Missing even one piece
can result in fines or loss
of reputation.

Document
Version
Employee
Attestation &
Tracking
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Risks you are prepared to deal with
Risks from Data Loss, Theft, Downtime, and Government
Compliance penalties are largely PREVENTABLE when:
1. your workforce is properly cultivated and trained,
2. you have implemented SOPs for all important aspects
of your business processes,
3. your HIPAA compliance program is properly
implemented, and
4. your technology team is proactively maintaining your
environment and fulfilling the scope of your IT Security
Policy requirements.
*Cyberliability should be a serious consideration for all healthcare
businesses
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1. Do you understand technology’s role in being a
foundational building block for the Healthcare
Industry?

2. Do you have a better understanding about how to
leverage the technology investment by having the right
people and processes in place?
3. Do you feel more comfortable about how and why
products need maintenance, support, and proper
documentation to be effective in the Healthcare
Industry?
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Presentation Courtesy of:

Our mission is to be trusted advisors guiding healthcare businesses
through the complex IT and HIPAA landscape while providing a
comprehensive service that always maintains a human touch.
http://www.htadvisorsllc.com/about/

Derrick Weisbrod | 314.974.0006 | derrick@htadvisorsllc.com
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HIPAA Related Violations
• Arizona Practice Gets $100k HIPAA Fine
http://www.govinfosecurity.com/arizona-practicegets-100k-hipaa-fine-a-4686

• CMS: Meaningful Use penalties to reach $200M
http://www.healthcaredive.com/news/cmsmeaningful-use-penalties-to-reach-200m
• Steps to prep for phase 2 OCR audits, SRA is not
enough. 11% of providers passed audits
http://www.govhealthit.com/news/steps-prep-phase2-ocr-audits
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HIPAA Related Violations
$750,000 HIPAA Settlement emphasizes the importance of risk
analysis and device and media control policies
• A radiation oncology private physician practice, Cancer Care
Group, P.C., reaches settlement with HHS. Laptop theft lead to
breach but lack of comprehensive risk analysis and device and
media control policy lead to the steep penalty.
http://www.hhs.gov/news/press/2015pres/09/20150902a.h
tml
Dumpster Diving for PHI Exposes Business Associate (and
Physician Practice) to Liability
• FileFax Inc., a Chicago-area record storage and disposal
company, is being sued by the Illinois attorney general's office
for improper disposal and exposure of thousands of patient
medical records, which belonged to Suburban Lung
Associates, a pulmonology group. Suburban Lung Associates
had hired FileFax to dispose of the medical documents.
http://hipaahealthlaw.foxrothschild.com/2015/07/articles/un
categorized/dumpster-diving-for-phi-exposes-businessassociate-and-physician-practice-to-liability/
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HIPAA Related Violations

Former Indiana Dentist - $12k penalty, license permanently
revoked
• Kokomo-area dentist, Dr. Joseph Beck, “mishandled medical records
containing sensitive information of more than 5,600 patients.” This
is the first time Indiana has sued for a violation of HIPAA. Indiana
Board of Dentistry permanently revoked Dr. Beck’s license to
practice dentistry.
http://www.in.gov/activecalendar/EventList.aspx?fromdate=1/1/20
15&todate=12/31/2015&display=Year,Month&type=public&eventid
n=203146&view=EventDetails&information_id=210192&print=print

Health care worker sent to jail for HIPAA violations
• Stacy Laulu, a previous employee of Providence Alaska Medical
Center (medical center) learned that lesson the hard way. She was
recently sentenced to serve two 24 month prison terms concurrently
for unauthorized disclosure of two patients’ health information.
http://www.dataprivacyandsecurityinsider.com/2015/06/health-careworker-sent-to-jail-for-hipaa-violations/
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Data modeling your practice
• http://www.ahrq.gov/professionals/prevention-chroniccare/improve/system/pfhandbook/mod17appendix.html
• https://www.aamc.org/data/workforce/reports/
• http://dashboard.healthit.gov/dashboards/dashboards.php

Culture
• http://www.forbes.com/sites/williamcraig/2014/10/24/what-iscompany-culture-and-how-do-you-change-it/

Human Resources
• http://www.aafp.org/fpm/2002/0900/p45.html
• http://www.physicianspractice.com/blog/10-productivity-tips-medicalpractice-employees
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EMR/Clinical

• http://link.springer.com/article/10.1007%2Fs11606-012-22378
• http://medicaleconomics.modernmedicine.com/medicaleconomics/content/tags/ehr/six-tips-training-staff-use-new-ehrsystem-your-practice
• https://www.ama-assn.org/ama/pub/physicianresources/clinical-practice-improvement/clinicalquality/physician-quality-reporting-system.page
• http://www.ncbi.nlm.nih.gov/pmc/articles/PMC3797550/

Technology

• http://csrc.nist.gov/publications/nistpubs/800-35/NIST-SP80035.pdf
• http://centretechnologies.com/data-loss-statistics-that-willmake-you-think-twice-about-business-continuity/
47

